CYBERSECURITY @ CONNSTEP

a CBIA affiliate

Protect € comply with ever-changing WHO WE ARE

reqmrements. At CONNSTEP, we provide business

consulting services that focus on

Being protected and secure is becoming increasingly identifying opportunities for growth

important among manufacturing businesses, improving productivity, and ensuring

particularly defense contractors who are held to high our clients remain competitive in

cyber standards when dealing with federal government evolving market conditions.

contract work.

We are focused on helping small and
The cybersecurity consultants at CONNSTEP work with

defense manufacturers in Connecticut to ensure their

mid-sized manufacturers generate
business results and thrive in today’s
compliance with federal contract requirements. We technology-driven economy.
know that cybersecurity readiness is imperative to the

sustainability of every business. So is adapting to new

and evolving cyber threats from adversaries.

When you make the business decision to achieve compliance in
cybersecurity, CONNSTEP works with you every step of the way.
Our strategic efforts help you:

Remain vigilant with online behavior

Customize security €/ response plans for
your best insurance

Awoid suffering a cyberattack at your
business

Understand the compliance mandatories
for your industry standards

Contact: info@connstep.org, (860) 513-3200 www.connstep.org


http://www.connstep.org
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Cybersecurity Services

CYBERSECURITY MATURITY
MODEL CERTIFICATION

(CMMC) 2.0

DFARS COMPLIANCE &

SP 800-171

P ANALYSIS

SYSTEM SECURITY &
INCIDENT RESPONSE

PLANS

The CMMC framework includes a comprehensive and scalable
certification element to verify the implementation of processes
and practices associated with the achievement of a cybersecurity
maturity level.

We conduct an executive overview of the steps and processes
required to achieve compliance over time and other related
federal cyber regulations and to ensure you will be compliant with
the controls described in NIST Special Publication 800-171.

The process involves evaluating your security controls and
identifying where gaps exist with respect to NIST SP 800-171,
which may be preventing you from being compliant.

We work with you to document policy and procedures designed
to meet NIST SP 800-171 standards and train employees on them,
and help develop and implement system security plans for your
information systems that describe the security requirements in
place or planned for the systems.

INFINITY FUEL CELL

As a government contractor, Infinity Fuel Cell was
obligated to conform to established cybersecurity
requirements. CONNSTEP worked with Infinity to comply
with Defense Federal Acquisition Regulation Supplement
(DFARS) requirements, improving the safeguards of their
defense-related data.



